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Zimbabwe Website Security Checklist
A practical, no-jargon checklist for any business website. Tick each item — anything left unchecked
is worth fixing.

Transport & certificates

■Site loads over HTTPS with a valid, in-date SSL certificate

■HTTP automatically redirects to HTTPS

■HSTS header is set so browsers always use HTTPS

Security headers

■Content-Security-Policy is configured

■X-Frame-Options (or CSP frame-ancestors) prevents clickjacking

■X-Content-Type-Options is set to nosniff

■Referrer-Policy limits what is leaked to third parties

Software & access

■CMS, plugins, themes and server software are up to date

■Admin accounts use strong, unique passwords

■Two-factor authentication is enabled on the admin panel

■The password-reset flow uses expiring, single-use tokens

Data & compliance

■A privacy policy is published and linked from every page

■Contact / booking forms have spam protection

■Personal data is collected only where genuinely needed

■Backups are taken regularly and tested

Want this done for you? A free passive assessment shows exactly where you stand. WhatsApp

+263 77 690 2542 or visit vanorikatechnologies.co.zw.


